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RainbowMIX, for example, ex‘ecuted a single ad fraud campaign on Google
Play, compiling over 240 Android applications, and having been downloaded
over 14 million times.
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Proofpoint reported that SMS-based scams had risen 328% in the middle of 2020 alone.

SMISHING ATTACKS HAVE RISEN
328% IN 2020 ALONE

Q3

Y satetyDetectives
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Revenue leakage and fraud prevention are now the key drivers for mobile operators
to capable of blocking grey-route traffic. Mobilesquared experts forecast that 85%
of mobile operators will have invested in SMS firewall solutions by 2022.

Considering the top 3 A2P monetization issues are all fraud related (SIM farms, grey
routes, and spam) and cost an estimated $S1.5 billion per annum globally,ix

investing in developing a P2A messaging strategy that relies on brand and bot
vetting to guarantee a secure and clean communication between the consumer and
the brand makes a lot of sense.
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cC O @ statista.com/statistics/325201/countries-share-of-malicious-attacks/ Ten countries with the Iargest shares of
Percentage of mobile users who have fallen victim to users attacked by mobile malware

mobile malware infections in 3rd quarter 2020, by country Q2021 Kaspersky

Country* %**
Iran 30.29% 1 Iran 2580
Bangladesh
2 China 16.39
Algeria
- = 3 Saudi Arabia 1399
, Yemen
-—
Cina 14.01% 4 Algeria 13.22
Nigefea 13.31% 5 Morocco 10.62
Saudi Arabia
6 Turkey 10.43
Morocco
7 Ye 1005
India
Kuwait 8 Nigeria 982
0% 5% 10% 15% 20% 25% 30% 35% 9 India 808
Share of mobile users attacked
© Statista 2021 10 Kenya 802
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Countries most targeted by banking malware attacks in 2020

Iran 30.29%
Bangladesh 17.18%
Algeria 16.28%
’ —
! Yemen 14.4%
W
China 14.01%
Nigeria 13.31%
Saudi Arabia 11.91%
Morocco 11.12%

India 11.02%

Kuwait 10.45%

0% 5% 10% 15% 20% 25% 30% 35%

Share of mobile users attacked

© Statista 2021




wuilpud] goill Ygill yrihgll pigndl

First National Cyber Security Conference

5 Jca Jayl 9 48 gt g (o gie Datals Jual i1l Jilig e £330 jhliay 4o gill dalal)

Cibl gall oAl Lo gl (all Jaiad Al Jagl g ) Sl s aae aie
& CcC O @ virustotal.com/qui/url/d2c18e3343f01bd65c0eaff33e991451581dea52af86d43d-

Slv T e @ @san @52 Bc Air BN @i A3C WK o2

Z hﬁps://rpmsqzz.icu/yemenmobile-bxi?t:1é1%55746567|

=
4 @ 4 security vendors flagged this URL as malicious
S’ https://rpmsqzz.iculyemenmobile-bx/?t=1619655746567
> rpmsgzz.icu
X v
DETECTION DETAILS LINKS COMMUNITY
CyRadar (D Malicious
Forcepoint ThreatSeeker () Phishing

okl | GalSin - Uil R - (gt (s g il 06 bt |

e da g ) g
http://d10220.xyz/yemenmobile-bx/?t=1619474386638

http://s10190.xyz/yemenmobiIe-bx/?t=1619443539826‘
http://f10167 .xyz/yemenmobile-bx/?t=1619443539826
http://cogpd9.store/yemenmobile-bx/?t=1619443539826
http://ddd88.store/yemenmobile-bx/?t=1619443539826

: A JSall Gl gl B gl

YESTERDAY

/— 3\ 30th anniversary celebration@

Mobile  s10190.xyz
duil o sns

http://s10190.xyz/yemenmobile-bx/?t=1619443539826




Wil goill Jgill rihgll nigndl . -
First National Cyber Security Conference am‘ amg - dm‘ mw‘ - 6M ‘# d‘M' m:‘ ah“m

dpdina doe ¢ bl Al g eladiay) Jual sill Jilwy oo JLia¥) culla g ot

< C O @ virustotal.com/gui/url/17992f999f8c108a8b6e52a833d720669:
. sl-- : :' 5 o ' ‘6‘
Z https://kwiz.fun/ “’A - ) O
dyae oo Ll Vs
“{ﬂl ..“ - ..]‘ I
- g ‘ 3
¢ @lell >y
@ 2 security vendors flagged this URL as malicious d) ‘QJ “"9 et
2 | https://kwiz.fun
\\f/ 12:43 AM
' https://kwiz.fun/
kwiz.fun The sender is not in your contact list
?

@ |'\D"?‘/;{J:. amess.. © @ o




ff':xﬂ Wil goill Jgill rihgll nigndl . . . . . B
%&‘bj First National Cyber Security Conference am‘ ﬂmg - JM‘ mw‘ - 6& ‘A &"M‘ mz‘ GQH ’—’

Juia¥l 35k e g 5

dbad) (e laiay) Auaigl)
Tl b)) Jygad Aasd Pliiu) e
SR Gl ¢ Jliaal) 88

yolul 30y o O
3o @8] L8 daxi gou
Esaos Jlaig
et 9 > alglil
5000 :bge (bl
edyil w1000 edas>g




Wil goill Jgill rihgll nigndl .
First National Cyber Security Conference am‘ amg - dm‘ &w‘ - 6M ‘ﬂ @‘M‘ m:‘ =

Ao laiay) duwaig
o o5 33 201 Jons) o Ues 1) | Fla g e A sd) Jlaii) o

ol 15l Wl wslel ez, lSMS 6 p15,16 =iy Jual gl
pcall $,8 1,y V pl &l o ps I
Al 1id Jobo pas 97 <> §

wlwily wlogas Jlgil ¢l Sagy 45
Wil wluwsly asas o dlad, asbs ‘_9_9*»9}
VI $282 45 Al 1id ol pas 97 |

1) ul.nulg uhaa_g..a: -JLB-U'

— o — Em E mma,
- il

T y——

pl.9_,| 6 oo wssall 3981 Jlw, pis pl 131
pipa dguas Wl e Sl olikw,l il B
a0l dcbudl 241 M5 p3,J1 5,50as |




¢ o wilygmtl gnill Jgill ibgll nigall ’ _
First National Cyber Security Conference am' amg - dm‘ mw‘ - 6M ‘ﬂ @‘M‘ m:‘ ah“m

s —
r DECEMBER 22, 2020 @;Lﬂ;\!\ 3.“4.1@.“
doydl oy J>le A ghall g Gulaal) Mt g

o Sloy Al pslazdyl ~ oo
Ug)gmqju;dl 9 @l Sl g £1aall 3 5 )

a2l douall daliio &iyyB
B e saclue ayui

ssball (el g 28
&_)L.u ’:}_ u..o-l.&a” _9'

3
La po Bslazaw] ug
https://bim.whatssop
.website
9:37 PM




wuilpud] goill Ygill yrihgll pigndl i . -
First National Cyber Security Conference am‘ amg - Jm‘ &W| - 6“ ﬁ w'ﬂ' ‘w:' au“a"

2018 e %250 dpy uadli)) g (59880 & ) e 3155 9 Jhtay) clles ) gk
LT g iy a8 ol AILARY) il ) il g

HCWW = 7:04 AM @ 9 95% )

{0 v

oSas (8Ll gle Baale 3, STand 138 gaan of oSas i Je Lo
JLail Sl e Laind | Jualsill S80S gaan ) saail] 1ia JLo|
i ASIY all.

S | sl ool po aaans (o] saag!] LlSa] s Lyl iy
lgoanin ol S¥alyll el s,

Laais 0 sl ¥lae agald s el Sygaa ail dlas clile Lo S
o 8,58 bl oS5 ol 13]) (oo o CsSiall Slgie (o) 5¥5 1250
050 sl 150 Unluuws il cbadeae ol cellds o Ll 2dS"),

Olsie Bitcoin daias) o oAl BTC) sa:
15astCoHTsSyzkzhkX7eMCSivY4xfvl1Xa

Cad ganad g oot JS 1389 ¢ saadll Cidalon (5 gl uSG any




Wil goill Jgill rihgll nigndl

First National Cyber Security Conference ﬂm‘ élﬁﬂ. ‘9 - JM' &lﬁ“ - 6M~ ‘A ‘f‘ M h ‘ mi‘ ah“m ‘ ‘
SR ¢l 4 Ransomware 4l il g g 50

In 2019, the countries with the greatest share of users that encountered ransomware on any device
in the Middle East were as follows:

Country %*
Pakistan 1903%
Palestine 6.74%
( Yemen I 6.55%
Egypt 6.41%
Irag 6.28%

*Share of users attacked with ransomware out of all users encountering malware in the country
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= Industry\Week

RECENT

Webinar: 6 Ways Manufacturers Find
Fast Value with Predictive Analytics

Webinars

Additive Manufacturing Company
Provides Free Licenses to Widen Tech
Talent Funnel

JUN 03, 2021

Talent

L

Cyberattacks Skyrocketed in 2018. Are
You Ready for 2019?

We have seen a 350% increase in ransomware attacks, a 250%

increase in spoofing or business email compromise (BEC) attacks
and a 70% increase in spear-phishing attacks in companies
overall.

Gregory Garrett
DEC 13, 2018
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In 2020, the five countries with the greatest share of users encountering ransomware remained the
same with a few small adjustments.

Country %*
Pakistan 14 88%
Yemen 7.49%
Egypt 6.45%
Palestine 548%
Iraq 5.37%

*Share of users attacked with ransomware out of all users encountering malware in the country

Pakistan still had the greatest share of users, but the overall percentage declined to 14.88%. The
percent of users encountering ransomware in N@eR actually increased to 7.49%, while the
percentage of users in Palestine and Iraq lowered, and the share of affected Egyptians remained

pretty much the same.
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Traditional Network Security

Attacker
A
g FW/IPS/WAF/DLI
L 4

Remote Site

Web Email DB App

Part
DMZ !ﬂ HQ Deta Conler g Ste

What is bad about Traditional Network Security Approach?
e The big problem : Internal Access is trusted by default
e Lateral movement is possible

¢ |Insider threat not considered
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What is Zero Trust ?

What is the approach?

Zero Trust is a strategic or concept that helps prevent
successful data breaches by eliminating the concept of
trust from an organization's network architecture.

It is a concept, NOT a Technology or device
The concept is:
Do not trust anything, verify everything

_
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What the core of Zero Trust Architecture(ZTA)?

ZTA core components typically include:

Control Plane:
A policy engine (PE) dsash JA e 08 dylus

A policy administrator (PA) Juaiy) Ll o Jgigana

Data Plane:

A policy enforcement point (PEP) Juai¥) elgdls Al all Jdli e g ena
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Zero Trust logical Architecture

Control Plane

Policy Engine
Decision
Policy Point
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Data Plane
Enterprise

Subject Resources
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Untrusted Point Trusted




gh¢ g wuilpud] goill Ygill yrihgll pigndl

First National Cyber Security Conference éW' ﬂmg - Jﬁﬂl &W' - 6“ ﬁ d'ﬂ' wg‘ = PV

Zero Trust Logical Architecture
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Zero Trust Concept
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Variations of Zero Trust Architecture Approaches

- ZTA Using Enhanced ldentity Governance
- ZTA Using Micro-Segmentation
- ZTA Using Network Infrastructure and Software Defined Perimeters

Variations of Zero Trust Architecture Approaches depending on how an
enterprise network is set up, multiple ZTA deployment models may be in
use for different business processes in one enterprise.
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Plugging Zero Trust in Your Network
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Zero Trust -l sai Jsail) darl

Employees Corporate Moving

targeted via machine through
phishing email compromised, corporate
shell shoveled network

Local privilege

Example Attack Chain escalation on
workstation —
key logger
installed [

l. Database Escalate Compromised "* Developer

credentials stolen privileges on host prod app ) password stolen
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Cloud Computing

Bring Your Own Dewice

Remote users BYOD
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Layers of Security

0000600

Physical Security Network Security System Security Application Security User Security
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Zero Trust Architecture: NIST Publishes SP 800-207
https://csrc.nist.gov/publications/detail /sp/800-207/final

s sdlaall ‘aM Ul

EWG64644" iveXwwx® shigsie fiwigywdElg ihEfhideq m
1xew33{ { { devxfizgsg 3{ exglCzA=HRQ =U ;Jn s*efaglerridEwrfWigywxiGsriivirgi

Zero Trust : A Technical Implementation Guide - AbdulrahmanAl-Nimari
https://www.youtube.com/watch?v=ckn7tdj8TxA&ab channel=AbdulrahmanAl-Nimari
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